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Summary

RESEARCH QUESTION: Maintaining data security and
privacy in an era of cybersecurity is a challenge. The enor-
mous and rapidly growing amount of health-related data
available today raises numerous questions not only about
data collection, storage, analysis, comparability and inter-
operability but also about data protection. The US Health
Information Portability and Accountability Act (HIPAA) of
1996 provides a legal framework and guidance for using
and disclosing health data. The approach proposed by
HIPAA is the de-identification of medical documents by re-
moving certain protected health information (PHI).

METHODS: In this work, a rule-based method for the de-
identification of French free-text medical data using natur-
al language processing (NLP) tools is presented.

RESULTS: A random sample of 1000 discharge sum-
maries were manually evaluated. The system achieved
0.93 total recall and 0.99 precision.

DISCUSSION: The evaluation results showed very good
performance of the system. However, spelling, ortho-
graphic and typographic errors that are present in dis-
charge summaries can affect the de-identification process.

Keywords: medical data, data protection, privacy,
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Introduction

Medical data contain various types of personally identifi-
able information (PII) or otherwise sensitive personal in-
formation (SPI). In this context, legislation has been de-
fined to ensure personal data protection. The most
significant legal document produced to face the challenge
of healthcare data management is the US Health Insurance
Portability and Accountability Act (HIPAA) of 1996 and
its revisions. In Europe, the General Data Protection Regu-
lations (GDPR) have been approved (April 2016) and im-
plemented (May 2018). These texts provide a legal frame-
work and guidance for using and disclosing personal data.
The approach proposed by HIPAA is the de-identification
of medical documents by removing certain protected
health information (PHI).

This paper deals with the de-identification of French free-
text medical data for secondary usage (medical research,

quality measurement and improvement, public health, epi-
demiology and other purposes). Since it has been proved
that manual de-identification of medical records is time-
consuming [1], automating the work with the use of natural
language processing (NLP) tools to perform this task is
mandatory. In particular, pre-processing tools, electronic
dictionaries and finite state automata constructed in the
Unitex corpus processing system will be applied to the
medical narrative data.

De-identification is generally approached as a specific
named entity recognition (NER) task targeting PHI. NER
is defined as “the task of recognizing expressions denoting
entities, such as diseases, drugs, people’s names in free text
documents” [2].

The great need for de-identification techniques is reflected
by the large number of systems that have been built over
the last 20 years. Some of them are rule-based systems,
whereas others, such as MIST [3], use conditional random
field (CRF) models trained for text processing. Systems
such as BoB of the Veteran’s Health Administration [4]
and the Cincinnati Children’s Hospital Medical Center’s
(CCHMC) in-house de-identification system [5] follow
hybrid approaches. Other de-identification systems are the
Scrub system [6], Datafly [7], the MIMIC de-identification
filter [1, 8, 9], HIDE [10] and deid [11]. Most of the tools
are available for the English language, but a rule-based de-
identification system for Serbian medical narrative texts
was also built [12]. Moreover, a system for removing iden-
tifiers in French medical records, with a success rate of
about 99%, has been designed [13]. Finally, some multilin-
gual systems have been constructed [14, 15].

The system presented in this paper has two major charac-
teristics: on one hand, it is designed for French narrative
data based on a symbolic NLP method and on the other
hand it preserves the data integrity since PHI is not re-
moved but replaced with credible structures.

Method

Following HIPAA, 18 categories of information, including
names, geographic locations, elements of dates, social se-
curity numbers, telephone and fax numbers, must be re-
moved from medical texts. In the framework of the 2014
i2b2/UTHealth Natural Language Processing (NLP)
shared task3, where one of the tracks focused on identify-
ing PHI in longitudinal clinical narratives, new categories
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such as hospital, room, department and identities of de-
vices, vehicles and biometrics were added. By removing
only a given number of identifiers, de-identification pre-
serves data integrity.

De-identification is viewed as a NER task targeting PHI
(person names, dates, geographical locations, contact in-
formation). To perform this task, pre-processing tools (to-
kenisation, sentence splitting, part-of-speech tagging), lex-
icons of simple and compound words, and rules with
orthographic (capitalisation, punctuation), pattern, nega-
tion, lexical and context features, symbols and special
characters are applied to medical texts. The grammars that
have been constructed recall data from the electronic dic-
tionaries of simple and compound words incorporated in
Unitex and produce some output based on the notion of
transduction. Furthermore, the use of right and left context
– either positive or negative – contributes to the identifi-
cation of PHI. For instance, the presence of the determi-
nant de, de la in certain proper names should be predicted
in the finite state automata (positive left context). All iden-
tified information is replaced by credible surrogate struc-
tures and not by generic strings. For instance, dates con-
tained in the documents are replaced by surrogate ones
consistent with the various types of dates found in the text.
Some representative examples of dates are cited below:

– le 06 janvier 2018 (on 6th January 2018)

– en novembre 2018 (in January 2018)

After being identified, days and months are replaced but
years are kept in their initial form, following the HIPAA
rules. More precisely, the patterns le 06 janvier 2018 (on
6th January 2018) and en novembre 2018 (in November
2018) are transformed to le 30 février 2018 (on 30th Febru-
ary 2018) and en février 2018 (in February 2018), respec-
tively.

For the detection of names, trigger words have been used.
In particular, titles such as Monsieur (Mr), Madame (Mrs),
Professeur (Professor), Docteur (Doctor) and others are
considered as triggers for person named entities (NEs).
Like dates, patients’ names also present various structures:

– Title (Mr or Mrs) + first name + last name (small or
capital letters)

– Title (Mr or Mrs) + last name (formed by two or more
constituents with or without dash in small or capital let-
ters)

– Title (Mr or Mrs) X‘X (apostrophe between the con-
stituents of the name).

Likewise, in doctors’ names, the title (doctor, Dr, professor,
etc.) could precede the name, followed or not by the spe-
cialisation (general practitioner, oncologist, cardiologist,
etc.).

On the other hand, “anatomic locations, devices, diseases
and procedures could be erroneously recognised as PHI
and removed” [12]. During the processing of the discharge

summaries, similar remarks have been made. In the terms
classification de Los Angeles (Los Angeles classification
system), score de Lille (Lille model), and maladie de
Parkinson (Parkinson’s disease), the proper noun should
not be de-identified. Diseases, syndromes, classifications
and scores containing a proper name are detected by the
system and excluded by the de-identification process.

Results

The finite state automata have been applied to a corpus of
11,000 discharge summaries in French. An example of a
de-identified sentence is given below:

Initial sentence: Monsieur Gaudet-Blavignac a été trans-
féré aux Hôpitaux Universitaires de Genève le 5 novem-
bre 2018. (Mr Gaudet-Blavignac was transferred to the
University Hospitals of Geneva on 5th November 2018.)

De-identified sentence: Monsieur Foufi a été transféré à
l’Hôpital le 30 février 2018. (Mr Foufi was transferred to
the Hospital on 30th February 2018.)

Next, a random sample of 1000 discharge summaries were
manually evaluated. The system achieved 0.93 total recall
and 0.99 total precision. Table 1 displays the results per
category and the total performance of the system:

Further evaluation taking into account all categories
showed that 71.8% of the corpus of 1000 was totally de-
identified. However, as shown in table 1, the categories
where the system performs less well are dates and loca-
tions. If these two categories are not taken into account, it
leads to a higher performance (95.2% of the corpus totally
de-identified).

Discussion

This approach allows a fine-grained development of high
precision and high recall text recognition patterns which
in turn guarantees the preservation of data quality. Finite
state automata have some important characteristics. They
can be easily and effectively explained and understood by
future users and by the general public without the need of
a specific background. In addition, rules can be deleted,
changed and enriched after testing. This means that once
applied to medical documents, an error can be located and
corrected with the aim to improve the de-identification re-
sults.

On the other hand, this method is language dependent,
which means that it depends on the complexity and par-
ticularities of each language. Consequently, finite state au-
tomata describing the various linguistic features occurring
in text should be constructed for each target language. The
rules may also differ between various types of documents
as the language used may also be different. Additionally,
manual validation of the results is required to identify pos-
sible errors and ellipsis in the rules and optimise them.

Table 1: Results of the evaluation of the system on 1000 discharge summaries.*

Dates Patient names Physician names Locations Overall performance

Precision 0.9889 0.9970 1 0.9628 0.9907

Recall 0.9228 0.9916 0.9876 0.7872 0.9342

* Not all of the categories appeared in the evaluation corpus.
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Finally, spelling errors can affect the de-identification
process. The fact that discharge summaries are often writ-
ten in a hurry and contain as a consequence spelling, or-
thographic and typographic errors has already been pointed
out (among others [12, 16]). Dates such as en 20011 (in
20011) and du 27.07.au 01.08.2014 (from 27.07.to
01.08.2014) are difficult to detect automatically. Moreover,
spelling mistakes in the trigger words (e.g., Monseur, Mon-
sier, Monsiuer, instead of Monsieur) can prevent the sys-
tem from recognising the named entities.

Conclusion

In this paper, a rule-based method for the automatic de-
identification of French clinical narrative data has been
presented. Finite state automata constructed via the Unitex
corpus processing system have been applied to a corpus of
11,000 discharge summaries. The evaluation results show
that the system is capable of detecting and de-identifying
PII in texts. The corpus de-identified using this method
could then be used for further research.
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